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tions of the authority to develop health and safety standards. Sei!
also U.S. v. Frame, 885 F.2d 1119, 1122 (3rd Cir. 1989) lupholdini2
delegation to the beef industry to devise its own strategies to im~
plement the Government's policy).

The appropriateness of the delegation here is furthered by twc
factors: (1) Compliance with the industry standards is voluntary
n~t compulsory:. Carrie~ can adopt other solutions for complyin~
wlth the capablhty requlrements. (2) The FCC retains control ovel
the standards. Under section 2602(b). any carrier, any law enforce
ment agency or any other interested party can petition the FCC
which has the authority to reject the standards developed by indus
try and substitute its own. See Sunshine Anthracite Coal Co. v
Adkins, 310 U.S. 381 (1940); St. Louis, Iron Mt. & Southern Rv. Co
v. Taylor, supra; Frame, supra, 885 F.2d at 1128 (delegation' valil
where discretion of private bodies is subject to the Government'
authority to disapprove or modify the standards).

This section states affinnatively that the absence of standard
will not preclude carriers. manufacturers or support service provid
ers from deploying a technology or service. but they must still corn
ply with the capability assistance requirements.

Subsection fb) provides a forum at the Federal Communication
Commission in the event a dispute arises over the technical n
quirements or standards. Anyone can petition the FCC to establis
technical requirements or standards, if none exist. or challenge an
such requirements or standards issued by industry associations (
bodies under this section. In taking any action under this sectiol
the FCC is directed to protect privacy and security of communic:
tions that are not the targets of court-ordered electronic survei
lance and to serve the policy of the United States to encourage d
provision of new technologies and services to the public.

If an industry technical requirement or standard is set aside i

supplanted by the FCC, the FCC is required to consult with the A
tomey General and establish a reasonable time and conditions f
compliance with and the transition to any new standard. The FC
may also defme the assistance obligations of the telecommuJ
cations carriers during thia transition period.

Thia section is also intended to add openness and accountabili
to the process of finding solutions to intercept problems. Any FC
decision on a standard for compliance with this bill must be rna
publicly.

SubS«tion (c) gives telecommunications carriers an additional
yean to achieve compliance with the capability assistance ~uiJ
menta beyond the 4 years provided in section 2 of the act, if tb
petition for, and the FCC grants, an extension. The FCC may gn
a petition for relief from compliance with the capability asaiatal
requirements for up to 2 yean in circumstances wh~re the carr
can show that compliance with those requirements 15. not re~
ably achievable through application of technology av~l~ WIt)
the 4-year compliance period.. The Attorney General ~ll relmbu
the carrier for any necessary modifications made dunng the ext
sion period. . . .

Any extension granted under this subsection applies only t.t:» t
part of the carrier's business on which the feature or semce
luue is used.
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Section 2607 provides for enforcement of the bill by the courts.
Subsection (0) provides that a court may order telecommunications
carriers, equipment manufacturers and support service provIders to
comply forthwith with the requirements of the bill in circumstances
where an electronic surveillance order or authorization has been is·
s~ed but cannot be effei:ted because a carner has failed to comply
wIth the requirements of the bill. This provision compliments the
existing requirement in 18 U.S.C. 2518(4) that an order authoriz­
ing electronic surveillance may direct that providers of wire or elec­
tronic communications services or any "other person • .. • furnish
• • • forthwith all information. facilities. and technical assistance
necessary to accomplish the interception."

Subsection (b) authorizes the Attorney General. in the absence of
a particular electronic surveillance order or authorization. to apply
to an appropriate U.S. district court for an enforcement order di·
recting a telecommunications carrier, equipment manufacturer and
support services provider to comply with the bill. In order to avoid
disparate enforcement actions throughout the country which could
be burdensome for telecommunications carriers, this authority is
vested in the Attorney General of the United States through thE
Department of Justice and the Offices of the various U.S. attor,
neys.

Subsection (c) places limitations on the court's authority to issu.
enforcement orders. First. the court must find that law enforce·
ment has no altematives reasonably available for implementinl
the order through use of other technologies or by serving the orde
on another carrier or service provider. Essentially, the court mus
find that law enforcement is seeking to conduct its interception a
the best. or most reasonable. place for such interception.

Second. the court must find that compliance with the require
menu of the bill are reasonably achievable through application c
available technology, or would have been reasonably achievable :
timely action had been taken. Of necessity, a detennination of "re~
sonably achievable" will involve a consideration of economic factor.
This limitation is intended to excuse a failure to comply with th
capability assistance requirements or capacity notices where th
total cost of compliance is wholly out of proportion to the usefu
nels of achieving compliance for a particular type or category I

services or features. This subsection recognizes that. in certain ci
cumstances, telecommunications carriers may deploy features l

services even though they are not in compliance with the requir
menta of this bill.

In the event that either of these standards is not met, the cou
may not issue an enforcement order and the carrier ma~ proce~
with deployment. or with continued offering to the pubhe, of t;
feature or service at issue. .

Subsection (d) requires a court upon is~~ance of an enf~rcem~
order to set a reasonable time and condltlons for complymg W1
the order. In detennining what is reasonable, the court may cc
sider as to each party before it a number of enume~ted factors: .

Subsection (e) provides that an order may not be ISSUed requln
a carrier to exceed the capacity set forth in the Attorney Genen
notices under section 2603.
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Subsection if; provides for a civil penalty up to $10,000 per day,
from the date of t,he orde~. or such later date as a court may cle­
cree" for any carner, equlpment manufacturer or suPPOrt service
provIder that violates the section. In setting the appropriate
amount of the fine. a court may consider a number of enumerated
factors, including the nature. circumstances. and extent of the vio­
lation. and. with respect to the violator. ability to pay. good-faith
efforts to comply in a timely manner. effect on ability to continue
to do business. the degree of culpability or delay in undertaking ef­
forts to comply, and such other matters as justice may require.

While subsection 2607(0 would subject to civil penalties a manu­
facturer that fails to provide its customers with the features or
modifications necessary for them to comply, the committee fully ex­
pects that manufacturers and carriers will ensure the compliance
with the requirements through the nonnal marketplace mecha­
nisms. as carriers. in their orders, specify equipment that meets
the requirements of the bill. The imposition of civil penalties on
manufacturers would normally be appropriate only when the exist­
ing marketplace (i.e., contractual) mechanisms fail to ensure manu­
facturer compliance. just as the imposition of civil penalties would
normally be appropriate on carriers when. for example. they fail to
seek through contractual mechanisms such features or modifica­
tions.

Section 2608, entitled "Payment of costs of telecommunications
carriers" provides. in subsection (a), that the Attorney Gi!nerai is
required to pay all reasonable costs directly associated with modi­
fications required to comply with the capability assistance require­
ments. either during the period of 4 years after enactment or dur··
ing any extension period granted by the FCC. In addition. the At­
torney General is required to pay such costs for expanding the car­
rier's facilities in the event such expansion is necessary to comply
with the notices issued under section 2603 of maximum and imtial
capacity needed by law enforcement.

Subsection (b) provides that the Attorney General is authorized
to pay reasonable costs directly associated with achieving compli·
ance with the assistance capability requirements for equipmen~,
features or services deployed on or after the date of enactmen t IJ
such compliance would otherwise not be reasonably achievable. It
determining whether compliance is reasonably achievable. consid
eration must be given to when the deployment occurred.

Subsection (c) directs the Attorney General to allocate appro
priated funds to carry out the purposes of the bill in accordancl
with law enforcement's priorities. .,.

Subsection (d) provides that if a telecommUnications camer re
quests. payment for modifications to existing equipment. fea~~res 0

services to achieve compliance with the assistance capablhty re
quirements under section 2602, and the Attorney General does nc
pay as required under subsection (a), the. equipm~nt. featu~e (l

service in question will be considered to be In .co~pbance. until th
equipment. feature or service is replaced or Significantly upgrade
or otherwise undergoes major modifications. .

Subsection (e) authorizes the Attorney General to estabhsh ne
essary regulations and procedures to reimburse carriers.
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Subsection (f) provides that any dispute o~er costs is to be re­
solved by the FCC or the court from which an enforcement order
is sought. In the absence of a dispute brought by one of the parties
to the FCC, it is not the committee's intent for the FCC or any
other agenc~ o~ the Feder~ ~vernmen~ to, regulate the price of
telecommUniCatIons tran~mlssion and swttchlng equipment or sup­
port servlces. The commIttee regards such regulation as unneces­
sary ~n a competitive marketplace. Detenninations regarding what
constItutes a "reasonable charge" for modifications and features
should be made in the first instance by manufacturers and their
customers in contractual negotiations in accordance with normal
and accepted business practices.

SECTIO:'{ 2. AL"THORIZATION OF APPROPRlATIO:'{S

This section authorizes $500 million to be appropriated for 1995
through 1997, which encompass the 3 years after enactment. and
thereafter any additional amounts that may be nei:essary to carry
out the pU!1'0ses of the bill. which sums shall be available until ex­
pended.

SECTION 3. EFFECTIV'E DATE

This section sets the effective date for compliance with the capa­
bility assistance requirements in section 2602 and the Sy!=.tems Se­
curity and Integrity requirement in section 2604 as 4 years after
enactment. All other provisions take effect upon date of enactment.

SEC110N 4. REPORTS

The Attorney General is required to report annually to Congress
periodically for the 6 years after enactment on the moneys ex­
pended under the bill. In addition. the General Accounting Office
is required to report in 1996 and 1998 on the estimated costs of
compliance with the bill.

SECTION 5. CORDLESS TELEPHONES

The Electronic Communications Privacy Act (ECPA). which
amended the wiretap statute in 1986. exempted from the protection
of the act "the radio portion of a cordless telephone that is trans­
mitted between the cordless telephone handset and the base unit."
18 U.S.C. 2510 (1) and (12), The bill would delete the exception for
cordless telephones and impose a penalty of up to $500 for inten­
tionally intercepting such communications.

SEC110NS 6 AND 7. RADIO-BASED COMMUNICATIONS

ECPA does not protect communications that are "readily a~·
sible to the general public." which includes radio commUnlCatlOIUJ.
unless they fit into one of five specified categories. These exce~ted
categories enjoy protection because they usually are not susceptible
to intercertion by the general public.

The bil would add "electronic communication" as a category of
radio communication covered by the wiretap statute..Thi.s wo~ld
provide protection for all forms of electroni~ commUnl~atlOns. m­
eluding data, even when they may be transmitted by radio.
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. The bi.ll also ameD;ds the penalty provision to treat communica
tlons usmg modulatIon techniques in the same fashion as thos.
where e~cryption has been employed to secure communications pri
v~cy. Thi~ paragraph .refers to spread spectrum radio communica
tlons, WhICh usually involve the transmission of a signal on diJ
ferent frequencies where the receiving station must possess th
nKessary algorithm in order to reassemble the signal.

SECTION 8. TECHNICAL CORREC1'lON

The wiretap law permits interception of wire communications b
a wire or electronic service provider in the normal course of bus
ness to render services or protect rights or property. The bill woul
make a technical correction and expand the exception to includ
electronic communications.

SEC1'lON 9. CLONE PHONES

This section amends the Counterfeit Access Device law .
criminalize the use of cellular phones that are altered. or "cloned
to allow free riding on the cellular phone system. Specifically. th
section prohibits the use of an altered telecommunications instr
ment. or a scanning receiver. hardware or software. to obtain una
thorized access to telecommunications services. A scanning receiv
is defined as a device used to intercept illegally wire. oral or elE
tronic communications. The penalty for violating this new sectil
is imprisonment for up to 15 years and a fine of the greater
$50.000 or twice the value obtained by the offense.

SECTION 10. TRANSAC'nONAL DATA

Recognizing that transactional records from on-line communic
tion systems reveal more than telephone toll records or mail cove
subsection (aj eliminates the use of a subpoena by law enforcemE
to obtain from a provider of electronic communication services t
addresses on electronic messages. In order for law enforcement
obtain such infonnation. a court order is required.

This section imposes an intermediate standard to protect on-l:
transactional records. It is a standard higher than a subpoena. 1
not a probable-eause warrant. The intent of raising the standl
for access to transactional data is to guard. against "fishing expE
tions" by law enforcement. Under the intermediate standard.
court must find. based on law enforcement's showing of facts. t
there are specific and articulable grounds to believe that
records are relevant and material to an ongoing criminal investi
tion.

Law enforcement could still use a subpoena to obtain th~ na:
address. telephone toll billing records, and length of servtce (
subscriber to or customer of such service and the types of serv
the subscriber or customer utilized.

Subsection (b) requires govemment agencies ins~g and u~
pen register devices to use, when reasonably avail~le, technol
that restricts the information captured by. such deVIce to the (
ing or signaling information necessary to direct or process a I

excluding any further communication conducted through the u.s
dialed dbrits that would otherwise be captured.
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VII. REGCL\TORY I~PACT STATE~E~T

In compliance with paragraph l1(b), rule XXV1 of the Standing
Rules of the Senate. the commlttee. after due consideration. con­
cludes that .no significant additional regulatory impact or impact on
personal pnvacy would be incurred in carrying out the provisions
of this legislation.

VIII. COST ESTI~TE

The committee accepts the cost estimate of the Congressional
Budget Office.

The Congressional Budget Office estimate follows:

U.S. CONGRESS.
CONGRESSIONAL Bt:DGET OFFICE.
Washington, DC, September 30, 1994.

Hon. JOSEPH R. BIDEN. Jr.•
Chairman, Committee on the Judiciary,
U.S. Senate. Washington, DC.

DEAR MR. CHAlR.'r1A.'l: The Congressional Budget Office has pre­
pared the enclosed cost estimate for S. 2375. a bill to amend title
18. United States Code. to make clear a telecommunications car­
rier's duty to cooperate in the interception of communications for
law enforcement purposes. and for other purposes.

Enactment of S. 2375 would affect direct spending and receipts.
Therefore. pay-as-you-go procedures would apply to the bill.

If you wish further details on this estimate. we will be pleased
to provide them.

Sincerely,

Enclosure.

CONGRESSIONAL BUDGET OFFICE COST ESTt~TE

1. Bill number: S. 2375.
2. Bill title: A bill to amend title 18. United States Code. to make

clear a telecommunications carner's duty to cooperate in the inter­
ception of communications for law enforcement purposes. and for
other purposes.

3. Bill status: As ordered reported by the Senate Committee on
the Judiciary on September 28. 1994.

4. Bill purpose: S. 2375 would direct telecommunications carriers
to attain certain technical capabilities to assist law enforcement
agencies with wire and electronic interceptions, pen registers. and
trap and trace devices. The!;e companies generally would have four
years to comply with the bill's requirements. Howev~r. tele­
communications carriers would not have to meet the requJ.rements
with respect to existing equipment and services unless they are re­
imbursed by the Federal Government. Additionally, the Attomey
General may agree to reimburse camers for other reason.able costs
in complying with the bill. This legislation would authonze appro­
priations totaling $500 million for the fiscal years 1995 through
1997. plus such sums as are necessary for fiscal years thereafter.
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This legi~lation would make seve.ral ?linor changes to the current
laws relatm~ to the t~1~ommun.1C~t10ns industry. S. 2375 also
would estabhsh both CIVIl and cnmmal penalties for violation of
certain provisions of the bill.

5. Estimated cost to the Federal Government:

.~1

=ltvenuts
Estlm31~ '!telots ~rom lints

Olrtct soendlnc
Cnme ~Ic"ms Fund

Estlmateo Duoaet autnonty
EsumattO Outlays

4utnonzatlons.
Soeclilell autnonzatlons
Estlmat~ autnonntlons

Total aulllOnzatlons
£stlmat~ QUtt3'fS

o
o

500

500
25

(II

(II

<II

100

(II
(II

(II

(II

100

100
100

l i

\
'j

lOa

100
laO

The costs of this bill fall within budget function 750.
Basis of estimate: The estimate assumes that the Congress will

appropriate the full amounts authorized. The costs of the bill in fis­
cal years 1998 and 1999 are very uncertain because the precise
technical solutions to the bill's requirements are unknown at this
time. Based on infonnation from the Federal Bureau of Investiga­
tion (FBI) and the telecommunications industry. CBO estimates
that these costs would be roughly $100 million annually. Costs of
this order of magnitude could continue in later years. The outlay
estimates are based on infonnation from the FBI regarding imple­
mentation of the new capabilities by the telecommunications car­
riers.

S. 2375 would impose civil and/or criminal fines for violations of
the bill's provisions. Both criminal and civil fines increases receipts
to the Federal Government. Criminal fines would be deposited in
the Crime Victims Fund and would be spent in the follOwing year.
CBO does not expect this additional revenue or direct spending to
be si~ificant.

6. Pay·...Iou.go considerations: Section 252 of the Balanced
Budget and Emergency Deficit Control Act 'of 1985 seta up pay-as­
you-go procedures for legislation affecting direct spending or re­
ceipts through 1998. Enactment of S. 2375 would affect both re­
ceipts and Ciirect spending; however. CBO estimates that any
changes in spending and receipts would be insignificant: The fol­
lowing table summarizes the estimated pay-as-you-go lmpact of
this bill.

CMftIt 1ft ouII9I __ _ ._ 0 0 0
CbI 1ft 0 0 0

7. Estimated coat to State and local governments: None.
8. Estimate comparison: None.
9. Previou. CBO estimate: None.
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. 10. Estimate prepared by: ~ark Grabowicz. John Webb, and ~te.
llssa Sampson.

11. Estimate approved by: Paul Van de Water, for e.G. ~uckols.
Assistant Director for Budget Analysis.

IX. CHA..'iGES I~ EXlSTI:-iG LAw

In compliance with paragraph 12. rule XXVI of the Standing
Rules of the Senate. changes in existing law made by the bill as
reported. are shown as follows (existing law proposed to be omitted
is enclosed in black brackets. new matter is printed in italic. exist.
ing law in which no change is proposed is shown in roman I:

TITLE I8-UNITED STATES CODE

* .. * .. .. .. ..
CRIMES AND CRIMINAL PROCEDURE

PART l-CRIMES
Chapter
1. General provisions ~~~ " .

Sec..
1

• • • • • • •
419. Wire inteneption and interception of oral communications . '251Cl
120. TeUcommunz,catw1&I c~r auuumc. to 1M Gouernment 260J

• • • • • • •

§ 1029. Fraud and related activity in connection with acceS!
devices

(a) Whoever-
(1) knowingly and with intent to defraud produces. uses, 0:

traffics in one or more counterfeit access devices:
(2) knowingly and with intent to defraud traffics in or use

one or more unauthorized access devices during anyone-yea
period, and by such conduct obtains anything of value agm
gating $1,000 or more during that period;

(3) knowingly and with intent to defraud possesses fifteen (
more devices which are counterfeit or unauthorized access dt
vices; [or]

(4) knowingly, and with intent to defraud, produces. traffil
in, haa control or custody of, or possesses device-making equi1
ment;

(5) knowingly and with intent to defraud uses, produces. trtJ
fics in, has control or custody of, or possesses a telecommu1i
cations. instrument that has been modified or altered to obm
unauthorized use of telecommunications services; or

(6) knowingly and with intent to defraud uses. produces, tn
fics in, has control or custody of, or pos8#!sses-

(AJ a scanning receiver; or
(B) hardware or software used for altering or modifyi

telecommunications instruments to obtain unauthorized 4

cess to telecommunications services,
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shall, if the offense affects interstate or foreign commerce. be
punished as provided in subsection (C) of this section.

* • • • • • •
(c) The punishment for an offense under subsection la) or l b II 11

of this section is-
( 1). • •
12) a fine of not more than the greater of $50.000 or twiCE

the value obtained by the offense or imprisonment for not more
than fifteen years, or both. in the case of an offense under sub·
section [lain) or (aX4)) (aJ"(JJ, (4J, (5), or {6J of this sectior
which does not occur after a conviction for another otTenst
under either such subsection. or an attempt to commit an of
fense punishable under this paragraph; and

,. • ,. ,. ,. • •
(e) As used in this section-

(1) the term "access device" means any card. plate, code. ac
count number. electronic serial number, mobile identificatiol
number, personal identification number, or other telecommunJ
cations servtce, equipment, or instrument identifier. or othe
means of account access that can be used, alone or in conjunc
tion with another access device, to obtain money, goods, sen
ices. or any other thing of value, or that can be used to initiat
a transfer of funds (other than a transfer originated solely b
paper instrument);

* * • • • ,. •
(5) the term "traffic" means transfer. or otherwise dispose c

to another, or obtain control of with intent to transfer or di
pose of; [and]

(6) the term "device-making equipment" means any equi
ment, mechanism, or impression designed or primarily used f
making an access device or a counterfeit access device(.); at

(7) the term "scanning receiver" means a deuice or apparati
that can be used to intercept a wire or electronic communicatil
in violation of chepter 119.

• • * * • • *

§ 2510. Definitions
As used in this chapter-

(1) "wire communication" means any aural transfer made
whole or in part through the use of facilities for the tra]
mission of communications by the aid of wire, cable, .or od
like connection between the point of origin ~d ~he pom~ of.
ception (including the use of such connect10n In a s~tchi
station) furnished or operated by any person e~g~ed l~ p
viding or operating such facilities for the tran~DU~Slonof lnt
state or foreign communications for communlcat1~nS affect
interstate or foreign commerce and such term includes ~
electronic storage of such communication{, but such term d
not include the radio portion of a cordless telephone cow

•
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nication that is transmitted between the cordless telephone
handset and the base unit);

.. .. .. .. ..
( 12) "electronic communication" means any transfer of signs

signals, writing, images. sounds. data. or intelligence of am
nature transmitted in whole or in part by a wire. radio. elec
tronic. photoelectronic or photooptical system that affects inter
state or foreign commerce. but does not inciude-

[lAl the radio portion of a cordless telephone commu
nication that is transmitted between the cordless tele
phone handset and the base unit;]

[(B)) fAJ any wire or oral communication;
[(C)] (B) any communication made through a tone-oni'

paging device; or '
[I D)] rei any communication from a tracking device I a

defined in section 3117 of this title I;
.. .. * .. ..

( 16) "readily accessible to the general public" means. with r.
spect to a radio communic~tion. that such communication i
not-

(A) scrambled or encrypted:
.. .. • .. ..

(0) transmitted over a communication system providt
by '.\ common carner. unless the communication is a tOt
only paging system communication; [or)

(E) transmitted on frequencies allocated under part 2
subpart D. E. or F of Pclrt 74. or part 94 of the Rules
the Federal Communications Commission. unless, in tl
case of a communication transmitted on a frequency all
cated under part 74 that is not exclusively allocated
broadcast auxiliary services. the communication is a tv.
way voice communication by radio; or

(F) an electronic communication;

* • • • • • ..
§2511. Interception and disclosure of wire. oral. or elt

. tronic communications prohibited
(1) Except as otherwise specifically provided in this chapter ~

person who-
(a)· .. *

* * * • • *. • •
(2)(a)(0 It shall not be unlawful under this chapter for an opt

tor of a SWitchboard. or on officer. employee. or agent of a pravi
of wire or electronic communication service. whose facilities
[used in the transmission of a wire communication). used in
transmission of a wire or electronic communication to interce~t.
close. or use that communication in the normal course of his·
ployment while engaged in any activity which is 8: necessary. i
dent to the rendition of his service or to the protection of the ni
or property of ~he provider of that service. except that. ~ prov
of wire communication service to the public shall not utlhze ser
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observing or random moniwring except for me1:hanical or servi.ce
quality control che1:ks.

* * * * * * •
(4)(a) Except as provided in paragraph (b) of this subsection or

in subsection (5), whoever violates subsection (1) of this section
shall be fined under this title or imprisoned not more than five
years, or both.

(b) If the offense is a first offense under paragraph I a) of this
subsection and is not for a tortious or illegal purpose or for pur­
poses of direct or indirect commercial advantage or private com­
mercial gain, and the wire or electronic communication with re­
spect to which the offense under paragraph (a) is a radio commu­
nication that is not scrambled [or encrypted. then 1. encrypted. or
transmitted using modulation. techniques the essential parameters
of which have been withheld from the public with the intention of
preserving the privacy of such communication-

(i) if the communication is not the radio portion of a cellular
telephone communication. a cordless telephone communication
that is transmitted between the cordless telephone handset and.
the base unit, a public land mobile radio service communication
or a paging service communication, and the conduct is not that
described in subsection (5), the offender shall be fined under
this title or imprisoned not more than one year, or both: and

(iO if the communication is the radio portion of a cellular
telephone communication, a cordless telephone communication
that is transmitted between the cordless telephone handset and
the base unit, a public land mobile radio service communication
or a paging service communication, the offender shall be fi.ned
not more than $500.

.. * .. .. * • ...

"CHAPTER 12D-TELECOMMUNICATIONS CARRIER
ASSISTANCE TO THE GOVERNMENT

Sec.
260I. IAfinitioM.
2602.~ capability MluwrMnu.
2603. NotiA:a ofcapacity nqlUnrMntS.
2604. SY*1M security and integnty.
2606. Coo,.ration of equiprrwnt fn4Ilufo.cturen and provitkrs of telecommunlcatzons

support .wl'Vica. ..
2606. TtehnictU requirerMnts and stand4rcU: aten.s&on of compillmce date.
2607. EnforwrMnt onU,...
2608. ReimburMrrwnt of telecommunu:ations carm",.

"§2601. De(initio,..
raj DEFINITIONS.-In this chapter-

the terms dl!(iTUld in section 2510 have. respectively, th'
meanings stated in that section.

"call-identifying information"- .. . . .
(AJ means all dialing or signalll~' l.nformatton .ass~l

ated with tM origin, direction, desttnatt012:, or termlnatlo1
of each communication geTUlrated or recelvea by the sub
scriber equipment, facility, or service of a telecommunl
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cations carner that '5 the subject of a court order or lau,!
authorization; but

(BJ does not include any information that may disclo
the physical locatzon of the subscriber (e:ccept to "the eIte
that the location may be determined from the telepho
number).

"Commission 0' means the Federal Communication~ Comm
Slon.

"government" means the government of the enited States a,
any agency or lnstrumentality thereof, the District of Columb
any commonwealth, territory, or possession of the Untt
States, and any State or politicaL subdivision thereof authori;z
by law to conduct electronic surveillance.

"information services"-
(Ai means the offering of a capability for generating, I

quiring, storing, transforming, processing, retrieving, util
ing, or making available information via telecommu.
cations; and

rB) includes electronic publishing and messaging se
ices; but

rc) does not include any capability for a telecommu
cations carrier's internal management, control, or operat
of its telecommunications network.

"telecommunications carrier"-
(AJ means a person or entity engaged in the transmiss

or switching of wire or electronic communications as a CI

mon carrier for hire (within the meaning of section 3th
the Communications Act of 1934 (47 U.S.C. 153(h))J;

rB) includes-
(1) a person or entity engaged in providing com"

cial mobile service (as defined in section 332fdJ of
Communications Act of 1934 (47 U.S.C. 332(d))); or

(ii) a person or entity engaged in providing wirl
electronic communication switching or transmis,
service to the extent that the Commission finds
such service is a replacement for a substantial po'
of the local telephone e:cchange sen'ice and that it. I

the public interest to deem such a person or ent~~

be a telecommunications carrier for purposes of
chapter,' but

(C; does not include persons or entities insofar as
are engaged in providing information services.

C'telecommunications support services" means a product.
ware, or service used by a telecommunications carrier for th
ternal signaling or switching functions of its teLecomn
cations network.

§J60J. A..iltance capability requirement.
(a) CAPABIU1Y REQt;lREMENTS.-Euept as prouided in

sections (bj, (c), and I'd) of this section, and subject, to .5t
2607(c), a teLecommunications carrier shall ensure that ltS. seJ
or facilities that provide a customer or sU,bsc':iber with the a
to originate, terminate, or direct commun~catzons are capabl,
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(1) expeditiously isolating and enabling the government t
intercept, to the exclUSlOn of any other communications, all wu
and electronic communications carried by the carrier wLthin
service area to or from equipment, facilities, or services of
subscriber of such carner concurrently with their transmissLO
to or from the subscriber's service, facility, or equipment or c
such later time as may b€ acceptable to the government;

(2; expeditiously isolating and enabling the government to aj
cess call-identifying information that is reasonably avaLlable I
the carrier-

(A) before. during. or immediately after the transmissio
of a wire or electronic communication (or at such later tiTT
as may be acceptable to thi! government); and

(8) in a manner -that allows it to be associated with t)
communication to which it pertains.

except that, with regard to information acquired solely purs,
ant to the authority for pen registers and trap and trace devic
(as defined in S4!ction 3127), such call-identifying informatl(
shall not include any information that may disclose the ph)
ical location of the subscriber (except to tlu! extent that the [oe
tion may be cktermi1U!d from the telephone number);

(3) delivering intercepted communications and call-identil
ing information to the government in a format such. that th
may be transmitted by means of facilities or services procur
by the government to a location oth4!r than the premises of t
carrier; and

(4) facilitating authoriud communications interceptions a
access to call-identifying inform.a.tion unobtrusively and wit~

minimum of interference with any subscriber's telecommu
cations service and in a manner that protects-

(AJ the privacy and security of communications and cc
identifying information not authoriud to be intercept
and

rB) information regarding the government's intercept
of communications and. access to call-idJlntifying info",
non.

(b) LIMITATIONS.-
(1) DESIGN OF FEATURES AND SYSTEMS CONFrGURATION~

Thu chapter does not authorize any law enforcement agetu:)
officer-

(AJ to require an)' specific design of features or sys~

configurations to be adopud by prouiders of wire or e
tronic communication service, manufacturers of t
communications equipment, or prouiders of te~comml.
cations support services; or

rBJ to prohibit tM adoption of any feat~re or ~rvia
provide,." of wire or electronic communlCCZtzon serv~, m
u(acturers of telftommuni.cations equipment, or provide,
tel«ommuniaJtiou support services.

(2J INFORJlA.T10N SERVICES; PRIVATE NErNORKS ~D 1M
CONNECTION SERVICES AND FAC1UT1ES.-The requirement:
subsection (a) do not apply to-

t.4 ) -i "MPl'l'tl'lhnft 1U!rtJi.tYl1I.: Dr
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(/3) ~en'ices or j"acilities that support the transport 0

sWltchmg of communzcatlons for przvate networks or for th
sC?le purpose of interconnectzng telecommunications cal
ners.

(3) ENCR'z'PTlO.V.-A telecommunications carMer shall not t
responsible for decrypting, or ensuring the government's abilit
to decrypt, any communzcation encrypted by a subscrzber or cw
tomer. unless the encryption was provided by the carrier an
the carrier possesses the tnformation necessary to decrypt tn
commUnlCatlon.

~CJ E.\fERGENCY OR ~X1GE.V.T CIRCr.:.\!STANCES.-In emergency (
eXlgent Clrcumstances (lnciudzng those described in sections 2518 ('
or uvrb) and 3125 of this title and section 1805(eJ of title 50),
carrier at its discretion may fulfill its responsibilities under su,
section (a)(3) by allowing monitoring at its premises if that is tl
only means of accomplishing the interception or access.

(d) .WOBILE SERVICE .A.sSISTANCE REQCIREMENTS.-A tet
communicatzons carrier offenng a feature or service that allows su
scribers to redirect, hand off, or assign their wire or electronic Cal

munications to another service area or another service provider
to utilize facilities in another service area or of another service pI
vider shall ensure that, when the carrier that had been providiJ
assistance for the interception of wire or electronic communicatio
or access to call· identifying information pursuant to a court orc
or lawful authorization no lon8e.r has access to the content of su
communications or call·icUntitYing information within the serv
area in which interception has been occurring as a result of the SL

scriber's use of such a feature or service, information is made avCl
able to the government (before, during, or immediately after!
transfer of such communications) identifying the provider of wire
electronic commu,nication service that has acquired access to i

communications.

§2603. Notice. ofcopacity requirement.
(a) NOTICES OF MAXIMUM AND ACTUAL CAPACITY REQUI.

MENTS.-
(1) IN GENERAL.-Not later than I year atter the date of

actment of this chapter, after consulting with State and lCi
la~ enforcement agencies, telecommunications carriers, prot
en of telecommunications support services. and manufactUl
of telecommunications equipment and after notice and Ct

ment, the Attorney General shall publish in the Federal 1
ister and provide to appropriate telecommunications carrier
sociations, standard-setting organizations. and for a-

(A) notice of the ma:timum capacity required to accom
date all of the communication interceptions, pen regisI
and trap and trace devices that the Attorney General I

mates that government agencies authorized to conduct j

tronic surveillance may conduct and use simultaneol
and

(B) notice of the number of communi~ationintercep~j
pen registers, and trap and trace' deVIces, representt1
portion of the maximum ca~city set forth under subp
graph rA). that the AttorMy General estimates that gOl
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ment agencies authorized to conduct electronic sun·ei.llanc
may conduct and use simultaneously after the date that ,
4 years after the date of enactment of this chapter.

(2) BASIS OF SOTICES. - The notices issued under paragrap
(1) may be based upon the type of equipment, type of sen'ic
number of subscribers. geographic Location, or other measure.

(bJ COMPUAiVCE WiTH CAPACITY NOTICES.-
(1J INiTIAL CAPACITY. -Within 3 years after the publication l

the Attorney General of a notice of capacIty requirements I

within 4 years after the date of enactment of this chapte
whichever is Longer, a telecommunications carrier shall ensu
that its systems are capable of-

(A) expanding to the maximum capacity set forth in tJ
notice under subsection (aJ{ lXAJ; and

rBJ accommodating simultaneously the number of intE
ceptions, pen registers. and trap and trace deL'ices set (or
in the notice subS4?ction (l){B).

(2) EXPANSION TO MAXIMUM CAPACITY.-After the date c
scribed in paragraph (1), a telecommunications carrier shall e
sure that it can accommodate upeditiously any increase in t
number of communication interceptions, pen registers, and tr
and trace devices that authorized agencies may seek to candA
and use, up to the maximum capacity requirement set forth
the notice under subsection (a)(l)(AJ.

(c) NOTICES OF iNCREASED MAXIMUM CAPACITY REQUIRE.VESTS
(1) Tlul Attorney General shall periodically provide to tE

communications canUrs written notice of any necessary
creases in the maximum capacity requirement set forth in
notice under subsection (a)(lJ(A).

(2) Within 3 years after receiving written notice of increa:
capacity requirements under paragraph (1;, or within Sl

longer time period as the Attorney General may specify, a tj
communications carrier shall ensure that its systems are ca
bie of upandingto the increased maximum capacity set fc
in the notice.

§2604. S,.tenu teCumy and. integrity
A telecommunications ccrrUr shell ensure that any court ordt

or lawfullyauthoriud interception of communications or acces;
call·icUntifying information effected within its switching prem
can be activated only with tM affirmative intervention of an i,
vidual officer or employee of the carrier.

§2606. Cooperc&tion of equip"..nt mG1Iu'~tunrtand prol

en of telccomnwnicatioru .upport .ervice.
(a) CONSULTATtON.-A telecommunications carrier shell can.

as necessary, in a timely fashion with mJ:Inufa.cturers of i~
communicatioru transmission and switching equIpment and. Its
vicUt"S of telecommunications support services for the put'pOa
idenq.fying any service or equipment, including hard.~are and.
ware, thet may require modification so as to perm&t compl£
with this chapter.

(b) MODIFICATION OF EQUIPMENT AND SERVlCEs.--Subject to
tion 2607(c). a manufactunr of teltcommunications transmwu
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switching equipment and a provider of telecommunications support
serVLces shaLL, on a reasonably timely basis and at a reasonable
charge, make avazlable to the telecommunications carriers usmg lts
equipment or serVlces such modificatLons as are necessary to permlt
such carriers to comply wlth this chapter.

§2606. Technical requirements and standards; exten.ion of
compliance date

(aJ SAFE HARBOR.-
(1) CONSULTATI0N.-To ensure the efflcient and industrv­

wide implementation of the assistance capability requLremen'ts
under section 2602, the Attorney General, in coordination u:ith
other Federal, State, and local law enforcement agencies. shali
consult with appropriate associations and standard-setting or·
ganizations of the telecommunications industry and with rep·
resentatives of users of telecommunications services and (acLli
ties.

(2) COMPLL\."VCE U.YDER ACCEPTED STANDARDS.-A tele
communications carrier shall be found to be in compliance witJ
the assistance capability requirements under section 2602, ane
a manufacturer of telecommunications transmission or switch
ing equipment or a provider of telecommunications suppor
services shall be found to be in compliance with section 260e
if the carrier, manufacturer, or support service provider is i.
compliance with publicly auailable technical requirements Q

standards are adopted by an industry association or standart:.
setting organization or by the Commission under subsectlon Il
to meet the requirements of section 2602.

(3) ABSENCE OF STANDARDS.-The absence of technical rl
quirements or standards for implementing the assistance cap(
bility requirements of section 2602 shall not-

rAJ preclude a carrier, manufacturer, or services provid.
from deploying a technology or service; or

rB) relieve a carrier, manufacturer, or service provider
tM obligati.ons imposed by section 2602 or 2605, as apPj
cable.

rb) FCC AUTHOR11Y.-
(1) IN GENERAL.-If industry associations or standard-settil

organizations fail to issIU technical requirements or standan
or' if a government agency or any other person believes that su,
requirements or standards are deficient, the agency or pers
may petition the Commission to establi.sh, by notice and. CO!

ment rulemaking or such otMr proceedIngs as tM Commlssl
may be authorized to conduct, technical requirements or star.
ards that-

rA) meet the assistance capability requirements of sectl
2602;

fB) protect the privacy and security of communicati(
not authorized to be intercepted; and

rc) serve the policy of the United St~tes to encoura,e
provision of new technologieS and servzces to th~ publIC_

(2) TRANSITION PERIOD.-If an industry technical requ.
ment or standard is set aside or supplanted as a result of C(
mission action under this section, the Commission, after c
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sultation with tM Attor7UY General, shall establish a reason.
able time and conditions for compliance with and the transmon
to any new standard, including defining the obligations of tele­
communications ca~rs under section 2602 during any tranSl­
tion period.

(c) EXTENSION OF COMPUA.VCE DATE FOR FEATURES AND SERVo
lCES.-

(1) PETITION.-A telecommunications carrier proposing to de·
ploy, or having deployed. a feature or service within 4 years
after the date of enactment of this chapter may petitlon the
Commission for 1 or more extensions of the deadline for comply­
ing with the assistance capability requirements under sect ton
2602.

(2) GROUND FOR EXTENSION.-The Commission may. after ar
fording a full opportunity for hearing and after consultation
with the Attorney General, grant an extension under this para·
graph, if the Commission determines that compliance with the
assistance capability requirements under section 2602 is not
reasonably achievable through application of technology avatl·
able within the compliance period.

(3) LENGTH OF EXTENSION.-An extension under this para­
graph shall utend for no longer than the earlier of-

(AJ the date determined by the Commission as necessary
for the carrier to comply with the assistance capability re­
quirements unthr section 2602; or

(B) the date that is 2 years after the date on which the
extension is granted.

(4) APPUCABIUTY OF EXTENSION.-An utension under this
subsection shall apply to only that part of the carrier's business
on which the new feature or seroice is used.

§2607. Enforcement orden
(a) ENFORCEMENT BY COURT ISSUING SURVEILLANCE ORDER.-If

a court authorizing an interception under chapter 119, a State stat­
ute, or the Foreign Intelligence Suroeillance Act of 1978 (50 V.S.c.
1801 et seq.) or authorizing use of a pen register or a trap and trace
device under ch4pter 206 or a State statute finds that a tele­
comniunicatioru carmr has failed to comply with the requirements
in this chapur, tM court may direct that the carrier comply forth­
with and may direct that a provider of support services to the ct;Zr·
ner or the manufacturer of the carrier's transmission or swttchmg
equipment furnish forthwith modifications necessary for the carrIer
to comply.

(b) ENFORCEMENT UPON APPLICATION BY ArrORNEY GENERAL.­
The Attorney General may apply to the appropriate United States
district court for, and the United States district courts shall have
jurisdiction to issue, an order directing that ~ telecommu~i~ations
carrier, a manufacturer of telecommunicatzons transm1Ss10n or
switching equipment, or a provider of telecommunications support
services comply with this chapter.

(C) GROUNDS FOR ISSUANCE.-A court shall issue an order under
subsection (aJ or (bJ only if the court finds that- ...

(1) alternative technologies or capabilit~s or the faczlltles of
another caT'rUr are not reasonably available to law·enforcement
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for implementing the interception of communications or ac
to cail·identIfying information; and

(2) compli(:1nce wLth the requirements of this chapter !s
sonably achIevable through the application of ouazlable t
nology to the feature or service at issue or would haue been
sonably achievable if timely action had been taken.

(d) TIME FOR COMPLIAJ·{CE.-Upon issuance of an enforce"
order under this section, the court shall specify a reasonable I

and conditions for complying wLth its order, conSIdering the ~
faith efforts to comply in a timely manner, any effect on the
rier's, manufacturer's, or service provider's ability to continue tl
business, the degree of culpability or delay in undertaking effor
comply, and such other matters as justice may require.

(eJ LIMITATION.-An order under this section may not reqw
telecommunications carrier to meet the government's demantJ
interception of communications and acquisition of call·identiJ
information to any extent in excess of the capacity for which n
has been provided unchr section 2603.

(f) CNlL PENALTY.-
(1) IN GENERAL.-A court issuing an order under this sel

against a telecommunications carrier, a manufacturer of
communications transmission or switching equipment. or a
vider of telecommunications support services may impose a
penalty of up to $10,000 per day for each day in violation
the issuance of the order or after such future date as the
may specify.

(2) CONSIDERATIONs.-In determining whether to imp
fine and in determining its amount, the court shall take in,
count-

(AJ the nature, circumstances, and extent of the uiol4
rB) the uiolator's ability to pay, the violator's good

efforts to comply in a timely manner, any effect on th
lator)s ability to continue to do business, the degree (J

pability, and the length of any delay in undertaking,
to comply; and

rc) such other matters as justice may require.
(3) CNIL ACTION.-The Attorney General may file a cia

tion in the appropriate United States district court to c
and the United States district courts shall have jurisdid
impose, such fines.

§2608. Payment ofco.t. oftelecommunicationa carriers
(a) EQUIPMENT, FEATURES, AND SER'lICES DEPLOYED B

DATE OF ENACTMENT; CAPACITY COSTs.-The Attorney G
shall, subject to the auailability of approp,riations, pa., telecof!l
cations carriers for all reasonable costs dlrectly' assocl.ated Wlt
. (1) the modifications performed by earners pnor to th4

tive date of section 2602 or prior to tM e%pi'"!%tion ~f any
sion granted unt:kr section 2606(c) to establISh, wlth res
equipment, features, and. services dep'l~d 1xJfore the dot.
actment of this chapter, the capabllltu!S necessary to I

with section 2602;
(2) meeting the mcuimum capacity requirements set ~

the notice under section 2603(a){l)(AJ; and.
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(3) expanding existing facilitus to accommodate simulta­
neously t~e number ?f inter~eptions, pen registers and trap and
trace devzces for whtch notzce has been provzded unchr section
2603(a)fl){B).

(b) EQUIPMENT, FEATURES, AND SERVICES DEPLOYED ON OR
AFrER DATE OF ENACTMENT.-

(1), IN GENERAL.-~fcompliance with the assistance capability
reqUl.rements of sectIon 2602 is not reasonably achievable wLth
respect to equipment, features, or services deployed on or after
the ~ate.of enactment of this chapter, the Attorney General, on
appll.CatI~n ?f a teleco.mmunicctions carrier, may pay the teie·
commumcatl.ons carner reasonable costs directly associated
with achieving compliance.

(2) CONSIDERATION.-In determining whether compliance
with the assistance capability requirements of section 2602 is
reasonably achievable with respect to any equipment, feature, or
service deployed after tJuz date of enactment of this chapter, con·
sideration shall be given to the time when the equipment, fea­
ture, or service was deployed.

(CJ ALLoCATION OF FUNDS FOR PAYMENT.-The Atto17U!Y General
shall allocate funds appropriated to carry out this chapter in ac·
cordance with law enforcement priorities determined by tM Attome,
General.

(d) FAlLURE To MAKE PAYMENT WITH RESPECT TO EQUIPMENT,
FEATURES, AND SERVICES DEPLOYED BEFORE DATE OF ENACT·
MENT.-

(1) CONSIDERED TO BE IN COMPLlANCE.-Unuss the AttomeJ
GeMral has agreed to pay the telecommuni.cati.ons carrier fOJ

all reasoMble costs directly associa.ted with modifications nee
essary to bring tM equipment, feature, or service into actua
compliance with those requirements, provided. thil carrier hG;
requested. payment in accordance with procedures promulgate(
pursuant to subsection (e), any equipment, feature. or service D

a telecommunications carrier chployed before thil date of enac_
runt of this clu:Jpter slu:Jll be considered to be in eomplianc
with. the aaaistcRCl! capability requirements of Hdion 2602 untl
tM equipment, feature, or service is replaced or significantl
up~ or otherwiM undergoes major modification.

(2) L1JtIITATION ON ORDER.-An order under section 260
sluJU not require a tekcommunications carrier to modify, for til
p~ of complying with. the a88istGnce capability requirl
manU of section 2602, any equipment, feature, or service ciA
ployed before the daU of e1l4Ctmant of this cluJptcr unless t}
Attorney GeMral 1uu agrad to pay the telecommunicatio1lJJ co
ner for all retJlIOncble C08t8 directly aaociated with. m~i~Q
tiona MCeSll4ry to bring the eqwpment, feature, or servICe m,
actwll compli.4n.ce with. those requirements.

(e) PBOCEDUUS AND REGULATtONS.-Notwithstanding any otk
law, the AttorMy GeMral shtUJ, a(tcrl1Diice and comment, est4b.li~
any procadures and regu.l4tions deemed~~ef/kttuJ~ tim
ly anrJ. cost-efficiant payment to taeeommwucattons c~,., f
compensable costs incurred under thU c":apur, untUr. elu:Jpters 1
cm.d 121, and uncUr the Foreign IntcUlgence Surveillance Act
1918 (50 U.S~C. 1801 et 8«1.).
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(f; DISPUTE RESOLL7ION.-If there is a disp:J.te between the Attc
ney General and a telecommunications carrier regarding t,
amount of reasonable costs to be paId under subsection (aJ, the di
pu.t~ shall be resolvedan.d the amount determmed in a proceediJ
zmtzated at the Commzsszon or by the court from which an enfor(
ment order is sought under section 2607.

~ 2703. Requirements for governmental access
(a)" .. ..

,.

..

..

..

..

..

..

..

..

..

,.

..

,.

..
(c) RECORDS CONCERN1NG ELECTRONIC COMMUNICATI0~ SER\1

OR REMOTE COMPUTING SERVICE.--{ l)(A) Except as provided
subparagraph (B), a provider of electronic communication service
remote computing service may disclose a record or other inforn
tion pertaining to a subscriber to or customer of such service f I

including the contents of communications covered by subsection
or <b) of this section) to any person other than a governmental I

tity.
(B) A provider of electronic communication service or rem

computing service shall disclose a record or other infonnation ~
taining to a subscriber to or customer or such service (not includ
the contents of communications covered by subsection (a) or (b
this section) to a governmental entity only when the govemmeI
entity-

[(i) uses an administrative supoena authorized by a Fedl
or State statute, or a Federal or State grand jury or trail s
poena:]

(ii)) (i) obtains a warrant issued under the Federal Rl
of Criminal Procedure or equivalent State warrant;

(HiD] (ii) obtains a court order for such disclosure un
subsection (d) of this section; or

(Ov)] (iii) has the consent of the subscriber or custome
such disclosure.

(C) A provider of electronic communication service or remote,
puting service shall disclose to a gOrJernmental entity the name,
drea, telephone toll billing records, and length of service or a
scriber to or customer of such seroice and the types of servzce~
subscriber or customer utilized, when the gOrJernmental entity
an administrative subpoena authorized by a Federal or State
ute or a Federal or State grand jury or trial subpoena or any m
avoilllble under subparagraph (B).

* '* .- ,*. • '* •
(d) REQUIREMENTS FOR COURT ORDER.-[A court order for dJ

sure under subsection (b) or (c) of this section may be issued b3
court that is a court of com~:~int jurisdiction set forth in se
3126(2)(A) of this title and s issue only if the govemmenta
tity shows that there is reason to believe the contents o~ a wi
electronic communication or the records or other Infon
sought. are relevant to a ~ legitimate la~ enforcement inquiz:;
court order for disclosure under subsectIOn /b). or. (e! may be. &~
by any court that is a court of 'Competent }unsdlctzon descrlb
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section 3126(2){AJ and shall issue only if the gouernmental entity of.
fers specific and articulable facts showing that there are reasonable
grounds to belieue that the contents of a wire or electronic commu­
nication, or the records or other information sought, are releuant
and material to an ongoing criminal investtgation. In the case of
a State governmental authority, such a court order shall not issue
if prohibited by the law of such State. A court issuing an order pur­
suant to this section, on a motion made promptly by the service
provider. may quash or modify such order. if the information or
records requested are unusually voluminous in nature or compli­
ance with such order otherwise would cause an undue burden on
such provi.der.

* * • • * •
~ 3121. General prohibition on pen register and trap and

trace device use; exception

(a) * • •
• * • • • • •

(C) LIMITATION.-A gouernment agency authorized to install and
use a pen register under this chapter or under State law. shall use
technology reasonably available to it that restricts the recording or
decoding of electronic or other impulses to the dialing and signal·
ling information utilized in call processing.

He» (d) PENALTY.-Whoever knowingly violates subsection I a)
shall be fined under this title or imprisoned not more than one
year, or both

• • • •

o
• • •
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TELECOMML~ICATIO~S CARRIER ASSISTA.'1CE TO THE
GOVER."i~E~T

OCroBER 4. 1994.-Ordened to be pnnte<i

Mr. BROOKS. from the Committee on the Judiciary, submitted the
following

REPORT
together with

ADDITIONAL VlEWS

[To accompany H.R. 49221

[Including cost estimate of the Congressional Budget Omcel

The Committee on the Judiciary, to whom was referred the bill
(H.R. 4922) to amend title 18, United States Code, to make clear
a telecommunications carner's duty to cooperate in the interception
of communications for law enforcement purposes. and for other
purposes, having considered. the same, report favorably thereon
with an amendment and recommend that the bill as amended de
pass.

The amendment is as follows:
Strike out all after the enacting clause and insert in lieu thereo

the following:
AC110N I. lNTaIC&rnON or DIGITAL AND 0'1'11&. COMM1."N1CAnON5.

(a) IN GENERAL-Pan I of title 18. united StI.tes Code. is amended by Inserun
after chapter 119 the folloWlng new chapter:

VCHAPl'EB 120-TELECOMMUNICAnONS CAlUUER ASSlSTA.~CETO
THE GOVERNM.ENT

-s..
"'leo•. OefiniUClll&
"'lllO2. AMaI'alUll ca,alltlicy rwq'UNtllet"..
"'Z603. :"i«Ica. of ca,.cICY "",Ulrelllenca.
""lt04. s,...... MC\lncy and lnwt"cy.
"'2606. Coo,..UOft of tqUIlllllen\ lDanu(accurel"l and lln7V\cMft of celecDllllllunlcaClOn. ,u'PDf\ Mmcwa.
"2fIOt. TldlnlCai reqUlrelllet"'. ana StAAuro.a: ntllUlClD oi CllIII,UUCII daw.
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""l8O'l'. Entol'Cllmeac~ ....
"'2e08. f'umea' oi~ 0( teleaollLlll\l111caUOQ. cam_" to cgllSl'i,. ,"Ul c:all&lltut,. t"IIqlUr'dIelna.

.., 2801. DeftDitioDa
"(a) OEFtNmONS.-In this chapter-

'"the te~ defl1led in secuon 2510 have. ~pe<:tively, the meaniIliS stated in
that sect1on.

.. 'call-identifying information'-
"( A) means dialing or signaling information that identifies the origin. di­

rect1on. destination. or tenmnatton of each commuruC8tlOn generate<i or 1'e'"
ceivl!d by the subscnber equipment. facility, or service of a telecommuru­
cattons camer that is the subject of a court order or lawful authonzatlon;
but

"IB) does not include any information that may disclose the physicalloea­
tion of the subsc:nber I except to the extent that the ioeauon may be deter­
mined from the telephone numberl.

"'Commission' means the Federal Communications Commission.
"'government' means the government of the United States and any agency or

instrUmentality thereof. the District of Columbia. any commonwealth. temtory.
or po8session of the United States. and any State or political subdivision thereof
authorized by law to conduct electronic surveillance.

"'information servic:es'-
"(A) means the oft'erinc of a capability for generating. acquiring. storing.

transforming. processing. retrievinc. uti.l.Wng. or making avail.1ble informa­
tion via telecommunications: and

"(8) includes electrOlUc publishing and electronic messaginc services; but
"f C> does not include any capability for a telecommunications camer's in­

ternal management. control. or operation of ita telecommunications net­
worll.

.. 'telecommunications support services' means a product. software. or service
used by a telecommunications camer for the U1terrW signaling or sWItching
functions of its telecommunications network.

.. 'telecommunications carrier'-
"fA) means a penon or entity enppd in the transmission or switching

of wire or eltca'Onic communications .. a common camer for tun I widun
the meaning of section 3<b) of the COIDJllumc:ations Act of 1934 '47 U.S.C.
153Cb»);

is) inc:1ud__
i i) &penon or entity enppcl in provic:1iDl commercial mobUe serYiee

(u defined in section 332(d) of the Communications Act of 1934 147
U.S.C. 332(d»); or

'liD a perIOD or entity enppd in providin( win or electrDnie com­
munication switehinc or tnn,misaion Mr'Yice to the extent that the
CommiHion finQa that such ..mc:e is a replacement for' & substantlal
portion of the local ~~boDe acMD" Ml"Yice and that it is in the pub­
lic int.enst to deem a perIOD or enuty to be &teleeommumcaUODl
carrier for purpolllS of thia chapter. but .

"(C) cs.. not iDdude perIODS or enuties inaotar u they are encqed In
pnmdiDc information Hl'Yices.

"I'"AuiaaDoe capabWty Nquil'e.e.ta
'"(a) CAPABn.nT ~.-Esceptu provided in sublectiODI (b). (c). and

(al of thia MCtion aDd sections 2607(c) &ncl 2608<a). a te1ecommunicatiou carrier
shall enaure that ita Mnicn or Cac:iliti.. that provide & CUlIIOIDV or sublcriber WIth
the ability to oripta. tel'minata. or direct communicatioDl are capable of-

"( 1) ~tious1y i501&tiD.C anci enabliDa the IOWmment ~ int.era1K. to. the
aduaioD of aDy other communications. all win anQ el~1UC collUll~aaDS
carried by the camer within & serYlC8 ana to or from eqwp~nt. f~~. or
servic. of a subKriber of such camer concurrently with thesr tranlD'!I~OD to
or from the sublcriber's service. faciJity, or equipment or &t sUI:h law t1me u
may be ~table to the~mment:· . .

..(2) Ul*titioualy isolatlDl and enabliDl the CVftmment to aeee- call-icleatl-
tYinc information that is reasonably available to the earner---: . .

i A) befon. durinl, or immediately after the traIlSlIUIIlOD of a WIn or
electronic communication (or at such later time u may be &~table to thI
p.~nt);ancl . .

..(81 in a manner that aUOWl it to be II__ted with the 'COIIUIlUDlC8D011

to which it pertains.
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except that. with regard to Inr"ormatlon acquired solely pW"5uant to the author.
Ity for ~n reg1sU!rs and trap and trace devtces \as defined. In sectlon 112'7
such call'ldentlfying Informatl?n shall not Include any Informatlon that :na~
disclose the physlcal locatlon at the subs:cnber I except to the eXU!nt that tne i,;'
catlon may be deU!rnur.~ from the telepnone number':

..(3) delivenng lnU!rcepted commUnlCatlOn5 and call-identIfying lnfornlatlonr.o
th~ government In a format such that they may be transrrutted by means of fa.
cIlitles or servtces procured by the government to a locatlon other than the
prem1ses of the carner: and

"14 I facilitatlng authonzed communicatIons interceptlons and access t<:l caU­
ldentlM

b
ng Informatlon unobtrusIvely and wlth a mInImum of Interference wnh

any su senbers telecommurucatlons semce and in a manner that prote<:u-
"1 Al the pnvacy and secunty of commUnlcauons and cail·\(ienut'ytng 1n­

farmaoon not authonzed to be intercepted: and
'" B) Informauon regarding the governments interceptIon of commUNea.

tlons and access to call.idenufying Informauon.
"(b, LIMITAnONs.-

"tl> DESICN OF F'£ATI."lU:S "-'1:1 SYSTEMS COIlo"'FtCt"RAnONS.-This chapter does
not authorize any law enforcement agency or officer-

"[ A> to reqwre any speafic deSIgn of features or sysU!m configuratlons to
be adopted by providers of Wlre or electronic coaunun1cation servtce. manu·
facturers of telecoaunuOlcauons equipment. or provtden of telecommunl'
cacons suppon servtces: or

", B) to prohibit the adopuon of any feature or servtce by providers of WIre
or electronic commUlUcauon sel'V1ce. manufaetu..rers of telecommunlc3tlons
equ1pment. or provtders of telecoaunurucations support semcn.

"121 I~rOR.MATtON SERVlCES: PRIVATE ~ORKS AND a-.-n:RCON~'Ecnos SERV·
ICES A.....O FACILlnES.-The reqwrements of subsecuon I a) do not apply to-

~(AI information services: or
"I B) servtces or facilities that suppon the transpon or Switching of com·

murucations for private networa or for the sole purpose of interconnecung
telecommunicauons carrien.

"r3) ESCRYPTtON.-A telecommunications carrier shall not be responsible for
decrypting, or ensuring the government's ability to decrypt. any commurucatlon
encrypted by a subscnber or customer, unless the encryption was provtded by
the carrier and the carrier possesses the information necessary to decrypt the
commuOlcation.

"tel E~tNCY OR E:xICEN'T CIRCt'MSTANCES.-[n emergency or eXIgent cir­
cumstances ,including thoM described in sections 2518 (7) or t 1114 b) and 312S of thiS
title and section 1805(el of title 50). a camer at Its discretion may comply WIth sub­
section laK3) by allowing monitoring at its premises If that is the only means of ac·
complishing the interception or access.

..(d) MOBn.t S~RVlCE AssISTANCE REQtnREMENTS.-A telecommunications camel'
offering a feature or service that allows subscnbers to redirect. hand ott. or assign
their wire or electronic communications to another service area or another semcI
provider or to utilize facilities in another service area or of another servtce provtder
shall ensure that. when the carrier that had been providing assistance for the mter­
ception of wire or electronic commwucations or access to call-identifying Informanon
pursuant ,to a court order or lawful authorizanon no longer has access to the content
of such communications or call·identifying information within the servtce area In
which interception hu been occumng as a result of the subscnbers UN of such a
feature or service. information IS made available to the government I before. dunng.
or immediately after the transfer of such communications I idenuiying the provtder
of wire or electronic communicauon servtce that has acqUl.red access to the commu­
nications.
.., 280L Notte. of capacity require.ents

"(a) NancES OF MAxIMuM A.....O Acn.rAL CAPACrt'Y REQl1tREMENTS.-
..(1) IN CD-"ERA.L.-Not later than 1 yeu after the date of enae:tment of this

chapter. after consulting W'lth State and local la~ enforcement agencles. tel.
communications carners. pr'OV'lders of telecommwucattons !lUPl)Ort sel'Y1ces. and
manuiact'U1'en of telecommuOlcauons equipment. and after notlce and comment.
the Attorney General shall publish in the Federal Recuter and provtde to ap·
propriate telecommunications industry a.uociations and standard-setttng ofla·
nization.-

"( A) notice of the maximum capacity required to accommodate all of du
communicatton interceptions. pen rel1JtefS, and trap and trace deVICes thaI
the Attorney General esumateS that government ag_ncllS authonzecl tA
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conduct eled:rOnic surveillance rIay conduct and uae 5unu1taneousiy after
th!( date that 15 4 ye8J"5 aiier the date of enacm1ent of tius chapter. and
. B) noCce of the actUal number of commu01caUon Interce~tlons. p4!n reg.
lsters. and trap and trace deVl~s. represencng a POruon of the maxunum
capacity set forth under subpar~ph (Al. that the Attorney General esu.
mates that government agentl!:!S authonzed to conduct electronic surveil·
lance may conduct and use simultaneously a.ft.er the date that 15 " vean
after the date of enactment of trus chapter. .

-r 2l BAStS OF SOTtCES.-The nouces ISSUed under paragraph' 1\-
.,( Al may be based upon the tj-pe of eqwpment. tYJ)e of ser.nce, number

of subscnbers. type or size or carner. nature of ser.nce area. or any other
measure: and

"IB> shall identify. to the maxunum extent poSSible. the capacay requtre<i
at specific geographic loeauons. Including camer orlice loeauons.

"lb) COMPLlA.'lJCE WITH CAPACm ~arlCt.S.-

-Ill I:"llTtAL CAPAcrrY.-Within 3 yean after the publication by the Attorney
General of a nouce of capaaty ~w.rements or Wlthin " yean after the date
of enactment of this chapter. whichever is longer. a telecoaunuIllcauons carner
shall. subject to subsectlon leI. ensure that its systems are capable of-

"/ Al expanding to the manmum capaat)' set forth In the notice under
subsection laM lllA}; and

"'8) accommodaung sunu1taneously the number of intercepuons. pen ~g.
Isten. and trap and trace deVlces set fonh in the nouce under !Subsecuon
,u1xB).

-r2) EXPANSION 1'0 MAXlMUM CAPACrt'Y.-After the date descnbed in para.
graph (1). a telecommu01cations carner shall. subject to subs«t1on 'e'. ensure
that It can accommodate expeditiously any increa. In the actual number of
commuNcation interteptions. pen reguters. and trap and trace deVIces that au·
thonzed agencies may seeit tDconduct and u.. up to the mU1D1um capacity
~wrement set fonh in the nouce under subMCtion IaX 1II AI.

"rC) :-.ranCES OF INCREASED MAxIMUM CAPACITY REQUlRE.\tENTS.-
"fll The Attorney Genenl shall penodically publish in the Federal Re~ster.

after notice anel comment. notice of any necessary tne1"eues In the maJQmum
capaaty requirement set forth in the notice under subsection l all l}(A}.

-, 2> Within 3 years after notice of inc:reueci maximum capac'1ty requirement~

is published under paragraph (1). or within such longer ume period as the At
tomey General may specify. a telecommunications camer shall. subject tD sub·
section Ie), ensure that Its syste~ are capable of expanding to the mcreased
mUJmum capacity set forth in the notice.

"r d) CAJUUER STATEMENT.-Within 180 days after the publication by the Attorney
General of a noace of capacity requirements pursuant to subsectlon tal. a tele­
commumcations carrier shall submit to the Attorney Genera! a statement identlfy­
inc any of itl systelZUl or serviee. that do not have the capacity to actOmmodate 51­
multaneoualy the number of interceptions. pen recittan. and trap and trace deVlces
set forth in the notice under subparapoaph tAl or tB) of subaec'tion IU 1).

~fel REIMBlTRSUIDfT R!QulR£D FOR COMPLlANCE.-The Attorney Genera! shall re­
view the statementl submitted UDder subeection <dl and may, subject to the avall·
ability of appropriations. Ill"" to reimbune a telecommunications ca.rner for the
jus~ ancl reasonable COItI directly usoclated with modifications tD atwn such capac­
ity requirement. Until the Attorney General agrees to reimb~ such camel' for
such modification. such carner shall be considered to be in compliance Wlth the ca·
pacity notices uncler subparagraphs lA> and IB) of subsect10n IU 1>'

'" 2804. SyRe" MCarity aDel lDtepity
..A telecommunicationa canier shall ensure that any court ordered or lawfully au·

thonzed interception of communications or ac:ceu to call-identifyinc informauon ef·
fect.ed within its IWitehiac premises CaD be activateel only W\th the atftrmauve mter­
vention of an individual officer or employee of the carner.
"12806. Cooperation of equipment lD&Dwaeturel"l &Del provide" of tele­

commwUcatiou Iupport Mme.
'" a) CONsuLTAnON.-A telecommunications carrier shall consult. as nec:euatY. In

a timely fashion with manufae:tUrers of its telecommunications transausllon and
sw1.tching equipment and its providers of telecommunications support MMel. (or
the purpose of ensuring that current and planned sertitel and eqwpment comp!Y
Wlth the capability requirements of secuon 2602 and the capaC1ty reqwremenC$
identified by the Attorney Genera! under section 2603.


